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Purpose and scope

This edition assesses developments and prioritises physical security, protective security and operational resilience, while
covering cyber and Al developments where they can affect premises, connected security systems, suppliers or service
availability.

Reading the assessment

Facts are attributed and cited by numbered source. KST assessment is labelled as such. Confidence describes evidence
strength, not severity: High means multiple reliable sources or a definitive primary record; Moderate means credible evidence
with material gaps; Low means limited, disputed or early reporting.
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1. Executive Security Briefing

This week requires practical attention to crowded public-place security and travel after the Krakow attack, alongside shipping
exposure, internet-connected physical controls and transport continuity. The UK national terrorism posture is unchanged, while
drought recovery remains incomplete despite improved reservoir storage.

Poland / public realm Six killed, including a British national. The crowded High for event;
Krakow mass shooting travel ang hositalit ! New, material tourist setting and mobile attacker reinforce public-place ACT Moderate for
pitality response and traveller-accountability needs. motive

Hormuz / global supply At least 130 attacks verified; 25th seafarer death.

Merchant shipping attacks chains worsening Route, insurance and crew risks persist. ACT rhigh
Refrigeration control EU retail, food, health and Remote interference caused physical temperature .
e N New wave ! ACT High
incidents cold chain changes and stock risk across several states.
. NCSC judges hostile Al will increase the scale and
Al-enabled cyber threat o CN' ancicolnecios quward Bt efficiency of ransomware, social engineering and PREPARE High
operations raised o
exploitation.
Transport resilience UK transport and logistics ~ New policy Government has set a 5-10-year framework for risk PREPARE High

strategy assessment, exercising and local collaboration.

Priority scale: ACT - address now or within 7 days; PREPARE - complete readiness work within 30 days; MONITOR - track indicators and maintain
proportionate controls.

Priority actions

e Act: organisations with staff, visitors or operations in Krakow should account for personnel, follow Polish and FCDO
advice, and review event, lockdown, evacuation, communications and casualty procedures for busy public settings. Do not
infer a uniform threat to Poland or Europe. [21][22][23][24]

e Act: identify internet-connected refrigeration, building-management, CCTV, access-control and alarm interfaces; remove
unnecessary public exposure, change default credentials, restrict remote administration and test independent alarms and
manual fallback. [4][7]

o Act: for operations dependent on Gulf shipping, confirm current carrier routing, crew welfare escalation, cargo insurance
assumptions and time-sensitive inventory tolerances. [2][3]

e Prepare: transport and logistics leads should map critical journeys, single points of failure, supplier dependencies and
exercising needs against the new government strategy. [8]

2. Global Geopolitical Outlook

Merchant shipping risk worsens

Confirmed fact. On 6 November the IMO said at least 130 attacks against commercial vessels in the current Middle East
crisis had been verified. An attack on M/T VELOS SAPPHIRE on 5 November caused the 25th confirmed seafarer death. The
IMO also condemned attacks on Black Sea shipping and port and maritime-safety infrastructure, and recorded 17 attempted or
actual piracy and armed-robbery incidents in the Western Indian Ocean and Gulf of Aden during 2026. [2]

KST assessment. This is a worsening operational environment rather than a short-lived spike. Consequences include crew-
safety exposure, routing and insurance uncertainty, delayed replenishment and secondary pressure on time-sensitive or
temperature-controlled supply chains. Perpetrator attribution remains incident-specific and is not available for every entry.
Confidence: High for the trend and fatality; Moderate for individual attribution where the public ledger is silent.

Recommended action. Logistics and procurement teams should review affected-route cargoes weekly, ensure forwarders
provide exception reporting, and define escalation thresholds for delay, diversion, loss of tracking or loss of cold-chain
integrity.

Ukraine infrastructure and humanitarian access

Confirmed or attributed fact. UN human-rights monitors reported that multiple glide bombs struck a school building in
Komyshuvakha, Zaporizhzhia region, on 2 November while civilians had gathered for a publicly announced aid distribution;
local authorities had reported at least 31 deaths by 3 November while verification continued. Separately, Ukraine's Ministry of
Energy said the 6-7 November attack damaged transmission and distribution networks serving Kyiv and central regions and
caused outages in several regions. The latter is party-to-conflict reporting. [14][15]

KST assessment. Attacks continue to combine direct harm with disruption to power, transport and humanitarian access. For
UK organisations, the main exposure is through staff travel, local partners, energy-dependent operations, logistics and supplier
continuity rather than a uniform threat across Europe. Confidence: High for the UN-confirmed mass-casualty event; Moderate
for the full extent of energy-system damage.

External circulation | Open-source periodic assessment Page 3



KINGS SECURE TECHNOLOGIES | SECURITY THREAT INTELLIGENCE AND RISK OUTLOOK

3. European Security Outlook

Krakow mass shooting and crowded-place protection

Confirmed or attributed fact. Shortly after 15:00 local time on 7 November, a 24-year-old Polish gunman fired from a moving
vehicle in and around Krakow's Main Market Square. Six people were killed, including a British national and an Austrian
national. Krakow city authorities recorded 16 people injured; later AP and Reuters reporting referred to 15 wounded. A tram
was struck but its passengers and driver were not injured. Police shot and detained the attacker, who died in hospital at 04:30
on 9 November. Polish prosecutors opened an investigation into murder and attempted murder, including of police officers,
with the act treated as constituting a terrorist offence. [21][22][23][24]

Information gap. Authorities are still examining whether the attacker acted alone, received help or was inspired by another
person or group. Initial government statements referred to possible far-right influence, but officials subsequently urged restraint
and prosecutors said it was too early to settle ideology. This report therefore does not present motive, network or ideological
attribution as confirmed. [23][24]

KST assessment. The event is a material protective-security and travel incident because it affected a crowded, internationally
visited public space and included foreign casualties. It does not by itself demonstrate a wider or uniform increase in risk across
Poland or Europe. The operational lessons are applicable to public realm, hospitality, transport interchanges, visitor attractions
and commercial property: maintain clear incident command, rapid staff communication, proportionate access and hostile-
reconnaissance awareness, lockdown and evacuation options, trauma response, casualty liaison and visitor accountability.
Confidence: High for the incident, casualties and police response; Moderate for the terrorism-related legal characterisation
pending the investigation; Low for final motive and wider involvement.

Recommended action. Security and travel leads should account for personnel in Krakow, use official advice, brief teams to
move away from danger and follow police instructions, and review emergency communications and exercise assumptions for
attacks that move across an open public setting. Avoid speculative attribution or treating lawful political belief as a risk
indicator.

Cyber-physical disruption of refrigeration systems

Confirmed fact. On 4 November the European Commission, ENISA, Europol, the EU CSIRTs Network and EU-CyCLONe
said commercial refrigeration systems and similar devices had been affected in several EU Member States since 11 October,
with a new wave on 1-2 November. The bodies advised immediate mitigation and said national investigations were continuing.
Public reporting identified effects in Belgium, Estonia, Ireland and other European states, including temperature manipulation
and product-loss risk. No perpetrator was named by the joint EU statement. [4][5]

KST assessment. The incidents materially connect cyber weakness with physical loss and service disruption. They are
relevant beyond supermarkets: similar controllers support cold storage, food logistics, pharmaceuticals, healthcare,
laboratories and selected industrial processes. Confidence: High for the multi-country pattern and operational effect; Low for
attribution.

Recommended action. Asset owners and facilities providers should inventory refrigeration and environmental-control
interfaces, remove direct internet exposure, restrict supplier access, rotate credentials, confirm supported firmware, separate
control networks, and test out-of-band temperature alarms and manual procedures.

Counter-drone capability and infrastructure protection

Confirmed fact. NATO launched a counter-uncrewed aircraft systems marketplace on 5 November, selecting 16 static,
transportable and mobile solutions under multi-award framework contracts. NATO described the procurement as a response to
urgent operational requirements and allocated EUR 3.1 million for further testing. [16]

KST assessment. The announcement is a capability and procurement signal, not evidence that civilian sites now have
reduced drone risk. It reinforces the need for proportionate detection, reporting, airspace liaison and incident-command
arrangements around defence, transport, energy and high-profile sites. Confidence: High.

Regional operating indicators

¢ Poland: national mourning applies on 8-9 November and Krakow city mourning continues through 11 November. Expect
commemorative activity and visible policing; peaceful gathering should be treated separately from disorder. [21][22]

e France: the Paris Peace Forum on 10-11 November will concentrate senior participants and media around the Palais de
Chaillot. Expect access controls and localised transport effects; this is an event indicator, not evidence of a specific threat.
[19]

e Turkiye: COP31 runs in Antalya from 9-20 November, with leaders' activity on 11-12 November. Manage travel,
accreditation, protest and phishing exposure through official channels. Peaceful protest should be treated separately from
unlawful activity or evidenced disruption. [18]

External circulation | Open-source periodic assessment Page 4



KINGS SECURE TECHNOLOGIES | SECURITY THREAT INTELLIGENCE AND RISK OUTLOOK

4. UK Security Overview

Official terrorism threat levels

UK: all forms of terrorism except Northern Ireland-related 9 Nov 2026, 09:17

terrorism in Northern Ireland SEVERE An attack is highly likely GMT
Il\:glg:zrn Ireland: Northern Ireland-related terrorism in Northern SUBSTANTIAL An attack is likely 9 Nov éol\ii 09:17

These are official terrorism threat levels and are not KST all-hazards ratings. The national level has remained SEVERE since
30 April 2026. The Northern Ireland-related level in Northern Ireland has remained SUBSTANTIAL since 6 March 2024. Threat
levels do not imply equal exposure at every site; local risk depends on target profile, vulnerability, activity and context. [1]

UK relevance of the Krakow attack

A British citizen was among those killed and British nationals were among the injured. This creates an immediate duty-of-care
and travel-assurance issue for organisations with people in Krakow, but it does not change the official UK threat levels or
demonstrate a direct threat to UK premises. KST assesses that crowded-place plans should nevertheless test dynamic armed-
attack scenarios, rapid communications, accounting for mobile staff and visitors, police liaison and post-incident welfare.
Confidence: High for the UK casualty link; Moderate for broader lessons because final investigative findings are outstanding.
[22][23]

UK protective posture

No official threat-level change was identified. The Protective Security for Faith Communities Scheme opened for applications
on 5 November and closes on 21 December. Eligible places of worship and associated community centres can seek expert-
assessed protective measures where they are vulnerable to hate crime. This should not be interpreted as evidence of a new or
uniform threat to all faith premises. Confidence: High. [17]

Immediate operating environment

At the corrected cut-off, Met Office yellow fog warnings applied across extensive parts of England and Wales until 11:00 GMT
on 9 November, Northern Ireland until 10:00 GMT, and parts of England and Wales from 18:00 GMT on 9 November until
10:00 GMT on 10 November. Potential impacts include difficult road conditions and delays to bus, rail, air and ferry services.
England had no flood alerts or warnings at 08:48 GMT and the five-day flood risk was very low. Live pages can change after
publication. [10][11]

5. UK PESTLE Security and Resilience Assessment

Political

Material change. The Department for Transport published a 5-10-year transport resilience strategy on 2 November. It
commits government, industry and local partners to continuous risk assessment, reduced vulnerability, improved
preparedness, training, exercising and a transport-sector collaboration network. [8]

Security implication and action. Transport, logistics and commercial-property operators should use the strategy as a
framework for evidence-based continuity planning, but should not treat publication as delivered resilience. Map dependencies,
exercise disruption scenarios and identify interfaces with local resilience partners. Confidence: High.

Economic

Material change. Maritime attacks and refrigeration-control incidents increase the chance of delay, spoilage, insurance cost
and supplier failure across selected routes and cold-chain services. These are exposure-specific risks, not evidence of general
UK shortage. [2][4]

Security implication and action. Procurement and operations should identify critical temperature-controlled goods, route
concentration and suppliers without manual fallback or independent monitoring. Confidence: Moderate, because
consequences depend on each organisation's route and supplier exposure.

Social

Material change. The Krakow attack demonstrates the potentially severe consequences of an armed attacker moving through
an open, crowded and internationally visited setting. A British national was killed. The faith-community protective-security
scheme is open. Armistice Day on 11 November will bring local ceremonies, temporary road controls and increased footfall.
Peaceful assembly and commemoration should not be conflated with disorder. [17][21][22][23]

Security implication and action. Event, travel and premises teams should confirm stewarding, emergency access, police
liaison, rapid communications, lockdown and evacuation options, trauma response and respectful public messaging. Eligible
faith premises should review the scheme before its 21 December deadline. Confidence: High for the events; Moderate for
transferable risk because site exposure varies.
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Technological

Material change. The NCSC assessed on 3 November that by 2028 it is highly likely that China, Russia and other states will
routinely use Al in cyber operations, and that Al adoption will increase the scale and efficiency of ransomware, social
engineering and vulnerability exploitation. It assessed Al-powered malware as highly likely to be used in a ransomware attack
on UK critical national infrastructure by 2028. The NCSC separately used the European refrigeration disruption to illustrate
exposure in connected physical processes. [6][7]

Security implication and action. This is a forward official assessment, not evidence that the refrigeration incidents or Krakow
attack used Al. Remove unnecessary internet exposure, replace end-of-life systems, enforce strong authentication, segment
connected physical-security and building systems, maintain recoverable configurations and rehearse manual operation.
Confidence: High for the NCSC judgement; Low for any Al attribution to this week's physical incidents because none was
verified.

Legal

Material change. No new commencement of the substantive Terrorism (Protection of Premises) Act duties was identified. The
SIA continues to state that Martyn's Law is expected to come into force in spring 2027, with the exact date to be confirmed.
Principal-use regulations came into force on 15 October, but they do not themselves commence the main premises and event
duties. [12][13]

Security implication and action. Continue proportionate readiness work and preserve governance evidence, but do not
describe the substantive duties as currently enforceable. Legal coverage here is operational awareness, not legal advice.
Confidence: High.

Environmental

Material change. England reservoir storage rose to 60.1% on 3 November but remained 17% below the seasonal average.
Severe drought continued in parts of Cornwall, Devon, Dorset, Somerset, East Sussex and West Sussex. At the corrected cut-
off, yellow fog warnings created transport-disruption exposure across extensive parts of the UK. [9][10][11]

Security implication and action. Water-dependent operations should maintain contingency assumptions and monitor
supplier restrictions. For 9-10 November, transport and duty managers should allow extra journey time, check road, rail and
aviation status, and maintain lone-worker and delayed-shift escalation. Confidence: High.
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6. Forward Look and Priority Actions

The next 14 days contain several scheduled events and operational decision points. The 30-90-day view is dominated by
winter resilience, drought recovery, remediation of exposed connected systems and the findings of the Krakow investigation.

. - Account for personnel in Krakow; monitor official advice; Polish investigative findings,
Travel / HR / security / Now and within 7 . o . S - X
ACT . review communications, lockdown, evacuation, casualty liaison  any official security changes, or
operations days - "
and welfare for crowded public settings. further arrests.
L . Audit public exposure and remote access for refrigeration,
ACT Fac!lmes_/ JIpAsectiity Within 7 days CCTV, access control, alarms and building-management Furthgr gifected §ectors or
engineering X confirmed UK disruption.
systems. Test independent alerts and manual fallback.
Procurement / logistics / o Review Gulf-route cargoes, time-sensitive stock, carrier Further IMO-confirmed attacks,
ACT . Within 7 days . N N ) .
operations exception reporting and cargo insurance assumptions. casualties or route closures.
T -, Map critical journeys, local partners, fuel, communications and iy apoan
PREPARE 1SPe Within 30 days supplier dependencies against the transport resilience raining,
continuity exercising milestones.
strategy.
Estates / sustainability / Weekly through Track water-company notices, restrictions, reservoir recovery Below-average winter rainfall or
MONITOR A ] -
continuity winter and local flood or weather alerts. new supply restrictions.

Verified event horizon

¢ 9-11 November: national mourning in Poland runs through 9 November, while Krakow city mourning continues to 11
November. Monitor official access, policing and commemoration information. [21][22]

¢ 9-10 November: Met Office yellow fog warnings affect transport across parts of England, Wales and Northern Ireland.
Check live warnings and operator updates. [10]

¢ 11 November: Armistice Day ceremonies across the UK. Expect localised footfall and road controls; maintain proportionate
vigilance without implying a specific threat.

¢ 9-20 November: COP31 in Antalya; leaders' segment 11-12 November. Monitor official access, travel and cyber-safety
notices. [18]

e 10-11 November: Paris Peace Forum at the Palais de Chaillot. Monitor local access and transport information. [19]

12 November: next scheduled National Drought Group meeting, a useful indicator for winter water-resilience assumptions.

[9]

e Through 20 November: continuing EU hybrid-crisis exercise Integrated Resolve, retained as preparedness activity rather
than evidence of a new incident. [20]

30-90-day indicators

e Whether the Krakow investigation confirms motive, assistance, copycat mobilisation or changes to Polish protective-
security and firearms controls. Absence of a wider network would reduce, but not remove, the relevance of crowded-place
planning.

e Whether internet-exposed refrigeration and related environmental-control interfaces decline after the EU response, and
whether incidents spread to healthcare, logistics or UK operations.

¢ IMO-confirmed attack and casualty counts, route restrictions, and evidence of sustained impact on freight availability or
insurance conditions.

o Winter rainfall, reservoir refill and water-company restrictions, particularly in southern and eastern England.

e Any commencement instrument or confirmed date for the substantive Martyn's Law duties; until then, readiness remains
preparatory.
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7. Sources and Methodology

Reporting period: 2 November 2026 08:09 GMT to 9 November 2026 09:17 GMT. Information cut-off: 9 November 2026 09:17
GMT.

Method. Primary official records were prioritised, and consequential or disputed claims were corroborated where practicable.
Event dates were separated from publication dates. Allegations and party-to-conflict reporting were attributed. No private
email, client records, restricted intelligence, personal data or site vulnerabilities were used.

Confidence. High: definitive primary evidence or consistent reliable reporting. Moderate: credible evidence with material gaps,
including incomplete attribution or party-to-conflict tactical reporting. Low: limited, disputed or early evidence. Confidence
describes evidence strength, not threat severity.

Limitations. Live threat-level, flood and weather pages are transient. The Krakow investigation is active; motive, possible
assistance and final injury count remain unresolved in public reporting. The EU refrigeration incidents remain unattributed. The
full extent of the 6-7 November Ukraine energy damage cannot be independently verified from the public sources accessed.
Maritime perpetrators are not identified for every incident. No malicious-Al involvement was verified in the physical incidents
covered.

Numbered references

1. MI5. Threat Levels. Live page verified 9 November 2026 at 09:17 GMT.

2. International Maritime Organization. IMO Council urges stronger protection of seafarers amid threats to global shipping. 6
November 2026.

3. International Maritime Organization. Middle East - Highlighted confirmed incidents. Ledger updated 3 November 2026.

4. European Commission, ENISA, Europol, EU CSIRTs Network and EU-CyCLONe. Joint statement on cyber incidents in
refrigeration systems across the EU. 4 November 2026.

5. Associated Press. Supermarket freezers in several European countries hit by apparent cyberattacks. 2 November 2026.

6. National Cyber Security Centre. Cyber chief: UK facing Al-powered attacks on critical infrastructure within two years. 3
November 2026.

7. National Cyber Security Centre. Richard Horne speech at the NCSC Annual Review 2026 launch. 3 November 2026.

8. Department for Transport. Transport resilience strategy. 2 November 2026.

9. Environment Agency. Dry weather and drought in England: 30 October to 5 November 2026. Updated 6 November 2026.
10. Met Office. UK weather warnings. Live page verified 9 November 2026 at 09:17 GMT.

11. Environment Agency and Met Office. Check for flooding in England. Updated 9 November 2026 at 08:48 GMT.

12. Security Industry Authority. Understanding Martyn's Law and the SIA's role as regulator. 17 July 2026; status rechecked 9
November 2026.

13. legislation.gov.uk. Terrorism (Protection of Premises) (Principal Use of Premises) Regulations 2026. In force 15 October
2026.

14. United Nations Human Rights Monitoring Mission in Ukraine. Mass casualty attack in Zaporizhzhia Region shows the
impact of glide bombs. 3 November 2026.

15. Ukrinform, citing the Ministry of Energy of Ukraine. Power transmission networks carrying electricity from nuclear plants
attacked. 7 November 2026.

16. NATO. NATO accelerates procurement for counter-drone technologies. 5 November 2026.

17. ProtectUK. Protective Security for Faith Communities Scheme. 5 November 2026.

18. UNFCCC. Information for COP31 participants. Live page checked 9 November 2026.

19. Paris Peace Forum. The 2026 Forum. Live page checked 9 November 2026.

20. Council of the European Union. EU Integrated Resolve 2026 Exercise. 19 October 2026.

21. City of Krakow. Shots in central Krakow. There are dead and injured. Published 7 November; updated 8 November 2026.

22. Embassy of the Republic of Poland in London. Poland Mourns the Victims of the Tragic Attack in Krakow. 7 November
2026.

23. Associated Press. Gunman with far-right views who killed 6 people in a Polish city square dies in hospital, police say. 9
November 2026.

24. Reuters. Krakow mass shooting assailant dies in hospital, Polish police say. 9 November 2026.

This is a periodic open-source assessment for operational awareness. It is not a live warning service, legal advice or
a site-specific risk assessment.
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