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This edition identifies a more concrete hostile-state and suspicious-device picture for selected UK and European
assets, while immediate UK weather disruption has eased. The principal operational response is targeted procedural
reinforcement, not a uniform uplift across all sites. [1, 2, 3, 6, 7, 19, 20]

Open-source periodic assessment for leadership and security operations. It is not a live warning service, legal advice
or a site-specific risk assessment.
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Executive Security Dashboard

Direction describes change since the 26 October edition. Priority means Act within 72 hours, Prepare within 14 days,
or Monitor through normal review. Confidence describes evidence strength, not severity.

01

02

03

04

05

UK defence-linked
hostile-state case

Northern Ireland
suspicious devices

Romania industrial
sabotage
attribution

Ukraine rail and
energy disruption

Gulf commercial
shipping

Official terrorism levels

UK national terrorism threat

SEVERE - an attack is highly likely

Evidence Direction

Two men charged

in the RAF Fairford

investigation; Worsening
allegations remain evidence
before the court.

[2

A viable postal
device disrupted a
hotel; a separate
Belfast explosives
case progressed to
charge. [3,4]

New

Romania attributed

the 14 September

Brasov fire to a

Russia- Worsening
coordinated evidence
network; the EU

endorsed the

attribution. [6,7]

A 29 October
drone strike hit a
train at Dnipro
station, killing at
least 13 civilians.
(8.9]

Worsening

IMO total rose from
120 to 122;
additions were 23
October incidents
validated later, with
fatalities
unchanged. [5]

Materially
unchanged

Priority

ACT

ACT

PREPARE

PREPARE

MONITOR

Practical action

Refresh anomaly
reporting and
escalation at
sensitive and
defence-adjacent
sites.

Rehearse
suspicious-mail
isolation,
evacuation and
emergency liaison.

Tighten fire
detection, CCTV
retention and
suspicious-task
reporting at
industrial estates.

Retain dynamic
travel, freight and
staff-accounting
contingencies.

Maintain insurer,
carrier and route
escalation triggers.

SUBSTANTIAL - an attack is likely

Confidence

Moderate

High / Low
attribution

Moderate

High

High / Low
attribution

Northern Ireland-related terrorism in Northern Ireland

Both levels are unchanged and separately scoped. Verified on the MI5 live page at 08:09 GMT on 2 November 2026.

[1]

Operational horizon: Bonfire Night on 5 November and Remembrance events on 8 and 11 November require routine
crowd, fire, access and journey planning. COP31 begins in Antalya on 9 November; UNFCCC reports participant-
targeted spam and phishing. [22-24]
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1 Executive Security Briefing

The position is mixed. The evidential basis for hostile-state proxy activity strengthened through UK charges and
Romania’s attribution, while suspicious-device cases in Northern Ireland created immediate local disruption. Ukraine
transport exposure worsened. The Gulf shipping baseline remains elevated but the latest numerical rise reflects later
validation of pre-cut-off incidents. Near-term UK flood and severe-weather exposure reduced sharply. [2, 3, 4, 5, 6, 7,

8, 9, 19, 20]

Fairford charges

Postal and explosive

Geography [ sector

UK defence /
adjacent estates

Northern Ireland

Change

Worsening evidence

Operational

implication

Reinforces reporting
and access-control
needs at sensitive
locations.

Mail handling,
evacuation and

Priority Confidence

Act Moderate

High facts; Low

devices hOS'pItah.t v/ New cordon plans need Act attribution
residential .
local review.
Fire, perimeter and
Romania defence recruited-proxy
Brasov attribution industry / industrial Worsening evidence controls are relevant Prepare Moderate
property across industrial
estates.
Travel and freight
Dnipro rail strike Ukr_al_ne el Worsening contlnuny . Prepare High
logistics assumptions remain
fragile.
No national warnings;
UK warnings UK all sectors Improving near term one English flood Monitor High

Priority actions

alert at cut-off.

e Act: refresh suspicious-mail, device isolation, evacuation and police-contact procedures for Northern Ireland
operations, particularly hospitality and public-facing premises.
e Act: revalidate suspicious-observation, vehicle, contractor and perimeter escalation routes at defence-adjacent and
strategically sensitive sites.
e Prepare: gap-assess connected security systems against the NCSC CAF Core Profile, including privileged access,
suppliers, monitoring, backups and tested recovery.
e Prepare: review customer and third-party harassment controls following the 30 October legal commencement, with
HR and operations ownership.
e Monitor: keep live weather, flood, Gulf routing and France-facing public-order triggers under review; do not infer
risk from lawful protest or personal characteristics.

Approved for circulation | 3



KINGS SECURE TECHNOLOGIES | SECURITY THREAT INTELLIGENCE | 2 NOVEMBER 2026

2 Global Geopolitical Outlook

Commercial shipping in the Gulf

The IMO ledger increased from 120 to 122 confirmed incidents, with 24 seafarer fatalities unchanged. The two added
entries concern GHANA PROSPERITY and LEONORA KOSAN, both damaged on 23 October with no pollution
reported. They were validated after the prior cut-off and are not new post-cut-off events. The public ledger identifies no
perpetrator. [5]

KST assessment: The operating environment remains materially unchanged and elevated. Exposure is route- and
contract-dependent. Maintain carrier and insurer alerts, voyage escalation criteria and alternative lead-time
assumptions. Confidence is High for the ledger position and Low for attribution.

Ukraine transport and energy continuity

On 29 October a strike drone hit an electric train at Dnipro’s main railway station. Ukrainian police and the UN reported
at least 13 civilians killed and 10 injured. The incident affected a passenger transport node used by displaced people
and humanitarian staff; the wider pattern of energy and railway disruption continued. [8, 9]

KST assessment: Worsening transport exposure. UK organisations with Ukraine-linked travel, logistics or suppliers
should retain dynamic journey approval, shelter and staff-accounting arrangements. Confidence is High for the incident
and initial casualty figures; conflict attribution remains source-qualified.

3 European Security Outlook

Romania: attributed sabotage near a defence manufacturer

Romania’s intelligence service said a Russia-coordinated network deliberately started the 14 September fire at an
industrial site beside CARFIL in Brasov. It described recruitment through social media, beginning with observation or
photography tasks and escalating to arson or destruction. The EU endorsed the Romanian attribution on 29 October.
Proceedings continue and underlying intelligence is not public. [6, 7]

KST assessment: The evidence position worsened, although it does not imply uniform exposure. Industrial and
defence-adjacent estates should reinforce suspicious-task reporting, perimeter and fire detection, CCTV retention and
contractor controls without profiling by nationality. Confidence is Moderate.

France and Germany

French authorities reported 291 public actions and 320,000 participants on 31 October, both below the previous two
weekends. Authorised processions largely concluded, while separate violent groups caused injuries, fires and property
damage. Germany approved measures to widen security-vetting coverage for vital facilities and selected warning-
infrastructure roles; operational effect depends on implementation. [10, 11]

KST assessment: France-facing public-order exposure improved but remained material. Peaceful participation must
remain separate from violence or unlawful activity. Germany’s decision is a preparedness indicator, not achieved risk
reduction. Confidence is High for the official decisions and provisional French totals.
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4 UK Security Overview

Official terrorism threat levels

Published assessment Scope Meaning Status

UK: England, Wales, Scotland
and Northern Ireland; all
terrorism except NIRT in
Northern Ireland

SEVERE An attack is highly likely Unchanged

SUBSTANTIAL North_ern !reland-related An attack is likely Unchanged
terrorism in Northern Ireland

Verified against MI5 at 08:09 GMT on 2 November 2026. These are official terrorism assessments and are not KST
all-hazards ratings. A threat-level change alone does not prescribe a universal site response. [1]

Hostile-state and protective-security developments

Counter Terrorism Policing charged two men on 27 October under the National Security Act 2023 in the RAF Fairford
investigation. One charge concerns approaching a prohibited place for a prejudicial purpose; the second concerns
assisting a foreign intelligence service believed by police to be Iran. Five other men remained on bail. Charges are
allegations, guilt has not been determined, and aspects of intent remain unclear. [2]

Assessment and action: The legal progression strengthens the evidence base for proxy activity around sensitive
assets. Security and facilities teams at defence-adjacent or strategically sensitive locations should check reporting
routes for observation, vehicles, contractors and access anomalies. Confidence is Moderate because the official
charges are clear but underlying evidence is not public.

Northern Ireland device cases

A package delivered to a hotel in Ebrington on 27 October prompted evacuation and a controlled explosion; PSNI later
confirmed a viable postal device and kept attribution open. Separately, north Belfast searches on 30-31 October led to
evacuations and a charge for possessing explosives in suspicious circumstances and a prohibited weapon. The
sources do not establish an organisational link or intended target. [3, 4]

Assessment and action: The incidents justify locally calibrated suspicious-mail, isolation, evacuation and cordon
procedures, especially for public-facing and hospitality premises. Confidence is High for police actions and disruption;
Low for attribution and wider significance.

Approved for circulation | 5



KINGS SECURE TECHNOLOGIES | SECURITY THREAT INTELLIGENCE | 2 NOVEMBER 2026

5 UK PESTLE Security and Resilience Assessment

Political

The Fairford case moved from arrest and assessment to charge, increasing the evidential weight behind hostile-state
proxy concerns. This is a targeted protective-security issue and should not be generalised across all sites. [2]

Action: Act within 72 hours at relevant sites by validating escalation routes and evidence preservation. Confidence:
Moderate.

Economic

Budget 2026 confirmed a GBP350 million Critical Chemicals Resilience Fund and new cyber and Al security
programmes. The Data Centre Covenant sets voluntary expectations and additional conditions for strategic projects
covering security, energy, water, suppliers and continuity. Announcements are commitments, not delivered risk
reduction. [12, 13]

Action: Prepare over 30-90 days. Supply-chain and estates teams should map power, cooling, water and strategic
supplier dependencies where relevant. Confidence: High for policy; Moderate for operational effect.

Social

Respect Orders came into force across England and Wales on 26 October, providing police and councils with a new
route to address persistent antisocial behaviour. The power may support commercial property, housing and transport
settings, but effectiveness depends on evidence quality and multi-agency use. [15]

Action: Prepare by reviewing incident logs, CCTV retention and referral routes. Bonfire Night and Remembrance
events warrant routine crowd, fire and access planning without implying a specific national warning. Confidence: High
for commencement; Moderate for local effect. [22,23]

Technological

The NCSC CAF Core Profile provides a common minimum resilience baseline for essential services, CNI and
nationally significant organisations facing moderately sophisticated threats, including ransomware, supply-chain
compromise and legacy technology. It is not certification or proof of security. [14]

Action: Prepare a gap assessment for CCTV, access control, alarms, monitoring, identity, remote maintenance and
suppliers. No verified in-period malicious-Al involvement was identified in the covered UK physical incidents.
Confidence: High.
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5 UK PESTLE Assessment continued

Legal

Employment Rights Act provisions commencing on 30 October require employers to take all reasonable steps to
prevent sexual harassment and extend protection to third-party conduct by clients and customers. This is relevant to
guarding, hospitality, retail and transport workforces. Martyn’s Law substantive duties remain uncommenced; current
guidance expects spring 2027, with the precise date unconfirmed. [16, 17, 18]

Action: Act through HR, operations and security-provider governance by reviewing reporting, supervisor escalation,
customer-abuse controls and training. Treat this as operational awareness, not legal advice. Confidence: High.

Environmental

At 08:09 GMT on 2 November the Met Office showed no UK warnings for 2-8 November. The Environment Agency
showed one English flood alert and assessed five-day flood risk as very low. Its drought report, published 30 October
but covering 9-15 October, recorded national reservoir storage at 54%, 21% below the long-term average, with 18
reservoir groups below half full and 11 exceptionally low. [19, 20, 21]

Action: Monitor live warnings and retain water-continuity planning at exposed sites. Immediate weather disruption is
improving; drought remains unresolved. Confidence: High.
Cross-cutting judgement

Physical security and operational resilience remain the dominant priorities. Cyber measures should be tied to service
availability and the security-system estate. None of the covered physical incidents is described as Al-enabled without
evidence. Lawful protest is treated separately from violence, unlawful damage or disruption.

_ Material change Security implication Action

More concrete proxy-activity

Political Fairford charges . e . Act
evidence at a sensitive site
. Budget and data-centre Erospectlve resmenc_e .
Economic . investment and qualifying Prepare
commitments -
expectations
. Respect Orders; seasonal Evidence .and muln-agenoy
Social pathways; routine event Prepare
events
exposure
Technological CAF Core Profile Stronger S _for CITIEEEL Prepare
security and suppliers
Legal Harassment provisions Greater need for third-party Act
commenced conduct controls
Environmental No warnings; one alert; drought  Lower immediate disruption, Monitor

persists unresolved water stress
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6 Forward Look and Priority Actions

Timeframe VORI O E Priority Responsible function Required step

indicator

Confirm fire precautions,
Operations / facilities / access control, patrol and
security incident escalation for

exposed sites. [23]

Bonfire Night on 5
Within 72 hours November; seasonal Act
firework activity

Confirm crowd plans,

Remembrance Sunday 8 screening, journey

Event / security / transport

Within 7 days November and Armistice Prepare disruption, staffing and
leads s L
Day 11 November suspicious-activity
reporting. [22]
Use official channels and
verify badge, visa,
Within 14 days COP31 begins in Antalya Prepare Travel / executive accommodation arld
on 9 November protection / IT payment requests;
UNFCCC reports
phishing. [24]
S aosoad Business continuity / I;zckrgff:lrael:g gﬁ)t:jr:nd
Within 14 days position and France public ~ Monitor . . Yy pre-ag ) L
regional operations travel and staffing triggers.

order [10,19,20]

Benchmark essential
systems, supplier
dependencies and

CAF Core Profile, Data

30-90 days Centre Covenant and Prepare Technology /resilience /

: procurement e . .
German vetting measures privileged roles; monitor
implementation. [11,13,14]
Maintain route, insurer,
30-90 days Gu!f s_h|pp|ng and Ukraine Monitor Supply chain / travel / freight and staff- .
logistics procurement movement escalation

criteria. [5,8,9]

Indicators that would change the assessment

¢ A change in either official UK terrorism threat level or incident-specific protective advice.

e Further UK or European charges, official attribution, or evidence of coordinated targeting of commercial or critical
sites.

e New IMO-validated incidents with fatalities, pollution, port closure or sustained routing disruption after the cut-off.

e Escalation in attacks on European transport, energy or industrial infrastructure, or verified spillover beyond
Ukraine.

¢ New Met Office warnings, material flood-warning escalation, or additional drought restrictions affecting operations.

Operational ownership

Site and regional security leads should own immediate protective actions. Business continuity, facilities, HR,
technology, procurement and travel functions should own the relevant preparedness tasks. Actions should be
calibrated to exposure and local operating context; this report does not assign commitments to named individuals.
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7 Sources and Methodology

Numbered references below were accessed during this edition. Material factual claims are mapped to these sources in
the text. Primary official sources were preferred; allegations and state attributions are expressly qualified. Publication
dates and event dates are separated where material.

1. MI5. Threat Levels. Live page verified 2 November 2026 at 08:09 GMT. Source

2. Counter Terrorism Policing. Two men charged under the National Security Act in RAF Fairford investigation. 27
October 2026. Source

3. Police Service of Northern Ireland. Police update on viable device in Derry/Londonderry. 28 October 2026.
Source

4. Police Service of Northern Ireland. Man (35) charged in connection with north Belfast searches. 31 October 2026.
Source

5. International Maritime Organization. Middle East - Highlighted (Confirmed) incidents. Updated 30 October 2026.
Source

6. Romanian Intelligence Service. SRI has identified a sabotage network coordinated from the Russian Federation.
Published 26 October 2026; publication time unavailable. Source

7. European External Action Service. EU statement on the sabotage act in Brasov, Romania. Delivered 29 October;
published 30 October 2026. Source

8. United Nations in Ukraine. Train journeys must never end in death and devastation. 29 October 2026. Source

9. National Police of Ukraine. Police are working at the site of the attack at Dnipro railway station. 29 October 2026
at 12:45 local time. Source

10. French Ministry of the Interior. Bilan de la journee de mobilisation du 31 octobre 2026 et de la soiree d
Halloween. 1 November 2026. Source

11. Federal Government of Germany. Schutz der kritischen Infrastruktur wird verstaerkt. 28 October 2026. Source
12. HM Treasury. Budget 2026. 28 October 2026. Source
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https://www.gov.uk/government/publications/budget-2026-document/budget-2026-html
https://www.bundesregierung.de/breg-de/bundesregierung/bundeskanzleramt/kabinett-aenderungen-suefv-2458814
https://www.interieur.gouv.fr/actualites/communiques-de-presse/bilan-de-journee-de-mobilisation-du-31-octobre-2026-et-de-soiree-dhalloween
https://npu.gov.ua/news/politseiski-pratsiuiut-na-mistsi-ataky-na-terytorii-zaliznychnoho-vokzalu-u-dnipri
https://ukraine.un.org/en/325374-train-journeys-must-never-end-death-and-devastation
https://www.eeas.europa.eu/delegations/vienna-international-organisations/eu-statement-current-issue-raised-romania-sabotage-act-brasov-romania-september-14-2026-osce_en
https://www.sri.ro/articole/com-29-10-2026.html
https://www.imo.org/en/mediacentre/hottopics/pages/middle-east-highlighted-incidents.aspx
https://www.psni.police.uk/latest-news/man-35-charged-connection-north-belfast-searches
https://www.psni.police.uk/latest-news/police-update-viable-device-derrylondonderry
https://www.counterterrorism.police.uk/news/raf-fairford-investigation/
https://www.mi5.gov.uk/threats-and-advice/threat-levels
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7 Sources and Methodology continued

13. HM Treasury. The Data Centre Covenant. 28 October 2026. Source

14. National Cyber Security Centre. Cyber Assessment Framework Core Profile. 30 October 2026. Source
15. Home Office. Respect orders launch targeting antisocial behaviour offenders. 26 October 2026. Source
16. UK Government. New action to tackle harassment at work. 30 October 2026. Source

17. legislation.gov.uk. Employment Rights Act 2025 and commencement instrument S| 2026/1065. Relevant
provisions commenced 30 October 2026. Source

18. Security Industry Authority. Understanding Martyns Law and the SIAs role as regulator. Live guidance checked
2 November 2026. Source

19. Met Office. UK weather warnings. Live page verified 2 November 2026 at 08:09 GMT. Source
20. Environment Agency. Check for flooding in England. Updated 2 November 2026 at 07:39 GMT. Source

21. Environment Agency. Dry weather and drought in England 9 to 15 October 2026. Updated 30 October 2026.
Source

22. Department for Culture Media and Sport and Ministry of Defence. National Service of Remembrance Sunday 8
November 2026. 8 October 2026. Source

23. London Fire Brigade. Fireworks safety. Live guidance checked 2 November 2026. Source
24. UNFCCC. Information for COP31 participants. Live guidance checked 2 November 2026. Source

Method

Reporting period: 26 October 2026 08:05 GMT to 2 November 2026 08:09 GMT. The previous successfully distributed
cut-off was available and no missed-run gap was identified. Live source checks used Europe/London time. Older event
context is included only where an in-period official attribution or validation materially changed the assessment.

Confidence definitions: High means direct official evidence or strong corroboration with limited material conflict.
Moderate means credible official or multi-source evidence with important details unavailable. Low means attribution or
wider significance remains unconfirmed. Confidence describes evidence strength, not threat severity.

Material limitations

Hostile-state attributions rely partly on intelligence that is not public. Criminal charges are allegations until determined
by a court. Ukraine reporting occurs in an active conflict. The IMO public ledger does not identify perpetrators. French
public-order figures are provisional. Live threat, flood and weather pages are transient. No verified malicious-Al role
was identified in the physical incidents covered.

This is a periodic open-source assessment. It is not restricted intelligence, a live warning service, legal advice or a
site-specific risk assessment.
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https://unfccc.int/cop31/ifp
https://www.london-fire.gov.uk/safety/fireworks
https://www.gov.uk/guidance/national-service-of-remembrance-sunday-8-november-2026
https://www.gov.uk/government/publications/dry-weather-and-drought-in-england-2026-summary-reports/dry-weather-and-drought-in-england-9-to-15-october-2026
https://check-for-flooding.service.gov.uk/
https://weather.metoffice.gov.uk/warnings-and-advice/uk-warnings
https://www.gov.uk/guidance/understanding-martyns-law-and-the-sias-role-as-regulator
https://www.legislation.gov.uk/uksi/2026/1065/body/made/data.html
https://www.gov.uk/government/news/new-action-to-tackle-harassment-at-work
https://www.gov.uk/government/news/respect-orders-launch-targeting-anti-social-behaviour-offenders
https://www.ncsc.gov.uk/collection/cyber-assessment-framework/core-profile
https://www.gov.uk/government/publications/data-centre-covenant/the-data-centre-covenant
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