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Executive Security Dashboard
Five developments require leadership attention. Action labels mean: Act - immediate control check; Prepare - plan or 
resource within 14 days; Monitor - maintain watch and defined triggers.

Official threat level Scope Meaning Change

SEVERE UK national terrorism threat, excluding NIRT 
in Northern Ireland An attack is highly likely Unchanged [1]

SUBSTANTIAL Northern Ireland-related terrorism in Northern 
Ireland An attack is likely Unchanged [1]

No
. Issue Evidence and change Direction Priority Practical action Confiden

ce

1 Gulf shipping
IMO ledger rose from 100 to 113; 
three 13 October incidents included 
one vessel sunk.

Worsening ACT Review Gulf routing, crew welfare, 
insurance and supplier contingencies. High

2 UK hostile-state 
threat

UK formally attributed the 27 
September RAF Fairford incident to 
Iran; protective-security posture is 
tightening.

Worsening ACT
Revalidate hostile reconnaissance, 
contractor, vehicle and perimeter 

controls at sensitive sites.
High

3 UK terrorism and 
AI

MI5 says the national threat is 
SEVERE and reports terrorists 
seeking AI support for 
reconnaissance and attack 
methods.

New 
evidence PREPARE

Refresh attack planning, suspicious-
behaviour reporting and drone 

response.
High

4 European 
infrastructure

Poland attributed a 23 September 
Starlink-station arson to Russian 
services; two suspects were 
arrested in Germany.

Worsening PREPARE
Check remote infrastructure, fire 
detection, key control and cross-

border escalation routes.
Moderate

5 England drought
Severe drought declared in parts of 
six counties; national reservoir 
storage is 54%.

Worsening PREPARE
Review water continuity, fire-water 
assumptions and grounds/fire-risk 

controls.
High

Operational horizon
Next 14 days: continued Gulf maritime exposure; heightened UK protective-security attention following the Iran attribution 
and MI5 update; NATO Steadfast Noon activity in Italy; drought-management actions and potential local water restrictions. 
Selected 30-90-day indicators: winter attacks on Ukrainian energy and logistics; England reservoir refill; publication of further 
Martyn's Law regulatory guidance; hostile-state use of criminal proxies.
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1 Executive Security Briefing
The operating picture worsened in three areas: Gulf maritime security, UK hostile-state activity and water resilience in 
England. The national terrorism threat level remains SEVERE, but MI5's 13 October assessment adds material detail on 
extreme right-wing terrorism, state-linked proxy activity and documented attempts by terrorists to use AI for reconnaissance 
and attack methodology. [1][2][3][4][11]

Issue and geography Change Operational implication Priority Confidence

Gulf / shipping Worsening Supply-chain delay, crew exposure and higher routing 
or insurance friction Act High

UK defence and 
sensitive sites Worsening Hostile reconnaissance, proxy action and perimeter 

challenge remain credible Act High

UK crowded places and 
public-facing estates

Materially 
unchanged official 
level; new threat 
detail

SEVERE level requires proportionate vigilance, not 
uniform site escalation Prepare High

Poland / Germany / 
satellite 

communications
Worsening Remote technical assets and cross-border 

dependencies remain exposed Prepare Moderate

Southern England / 
water resilience Worsening Continuity, fire-water and grounds-management 

assumptions may be stressed Prepare High

Priority decisions
 Act: sensitive and defence-linked sites should complete a documented check of hostile reconnaissance indicators, 

contractor identity, vehicle access, perimeter integrity and incident escalation within seven days. [3][4][5]
 Act: organisations dependent on Gulf shipping should review current routing, crew contact, insurance conditions, stock 

buffers and alternative freight options. [2]
 Prepare: public-facing premises should test lockdown, evacuation, communications and suspicious-behaviour reporting 

against the SEVERE national context; responses should remain site-specific. [1][4]
 Prepare: sites in drought-affected English regions should confirm water continuity, fire suppression availability and 

controls for dry vegetation and hot work. [11][12]

Change since 12 October
The IMO total increased from 100 to 113 confirmed incidents. The UK moved from an unresolved Fairford investigation to 
formal attribution of Iranian involvement. England moved from widespread drought to severe drought in parts of Cornwall, 
Devon, Dorset, Somerset, East Sussex and West Sussex. The official terrorism levels did not change. [1][2][3][11]
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2 Global Geopolitical Outlook

Strait of Hormuz and Middle East shipping
CONFIRMED FACTS  The IMO ledger, updated 14 October, records 113 confirmed incidents and 24 seafarer fatalities. On 
13 October it recorded GFS PRIDE sunk and GFS GISELLE and AL SAADIYAT damaged. This is 13 more incidents than 
the 9 October ledger used in the previous edition; fatalities were unchanged. [2]

KST ASSESSMENT  Worsening. The frequency and geographic concentration create a sustained risk of voyage disruption, 
crew harm, delay and higher insurance or rerouting costs. Likelihood of further operational interruption in the next 14 days is 
assessed as high; consequence varies by direct route and inventory exposure. Confidence is High because the core figures 
and vessel entries are from the IMO.

PROTECTIVE ACTION  Act now. Procurement, logistics and travel teams should identify Gulf-dependent movements, verify 
shipper and insurer advice, maintain crew contact plans and define trigger points for rerouting or stock-buffer use.

Ukraine energy, transport and Black Sea exposure
ATTRIBUTED FACTS  Ukraine reported new attacks on energy facilities after an announced energy-ceasefire proposal on 
12 October and, on 16 October, described a large-scale October campaign against its energy system. Earlier UN reporting 
documented attacks on energy, telecommunications, bridges, logistics, ports and commercial vessels. Ukrainian claims are 
from a party to the conflict; the broader infrastructure pattern is independently supported by the UN record. [7][8][9]

KST ASSESSMENT  Worsening into winter. The operational risk is not confined to Ukraine: it includes European road, rail, 
port and border delays, commodity and insurance pressure, and supplier outages. Confidence is Moderate because post-
cut-off tactical details rely mainly on Ukrainian official reporting, while the wider pattern is well evidenced.

PROTECTIVE ACTION  Prepare. Supply-chain owners should map Ukrainian and Black Sea dependencies, confirm 
alternate routes and test response to power, communications and border-processing disruption.

Indicators
 Further IMO additions, pollution events, missing crew reports, port restrictions or material insurance changes would raise 

the Gulf assessment.
 A verified and sustained energy or maritime ceasefire would reduce the Ukraine-related trajectory; renewed mass strikes, 

damage to cross-border nodes or commercial shipping would raise it.
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3 European Security Outlook

Poland and Germany - alleged sabotage of satellite communications infrastructure
CONFIRMED AND ATTRIBUTED FACTS  Poland announced on 12 October that two suspects had been arrested in 
Germany over the deliberate 23 September arson of equipment linked to a Starlink base station in Wola Krobowska, 
Mazovia. The Polish interior ministry attributed commissioning to Russian services. The underlying intelligence is not public 
and the suspects have not been convicted. [6]

KST ASSESSMENT  Worsening. The case is consistent with the established concern that hostile states can use criminal 
proxies against dispersed technical assets. Relevant exposure includes telecommunications compounds, energy sites, 
transport equipment and defence supply chains. Confidence is Moderate: the incident and arrests are officially reported, but 
attribution evidence is not public.

PROTECTIVE ACTION  Prepare within 14 days. Operators of remote or lightly staffed assets should review vegetation and 
combustible loading, CCTV coverage, intrusion and fire alerts, key and contractor control, response times and police liaison.

Italy and participating NATO states - Steadfast Noon
CONFIRMED FACTS  NATO's routine annual nuclear-deterrence exercise began in Italy on 13 October with 17 nations. 
NATO states that no live weapons are used and the exercise is not directed against a country. [10]

KST ASSESSMENT  Materially unchanged strategic risk, with a short-term information and travel consideration. Exercise-
related military movement and hostile information activity are more likely than direct commercial disruption. Confidence is 
High for the exercise details.

PROTECTIVE ACTION  Monitor. Travel and security teams in Italy should follow local authority notices; communications 
teams should verify alarming claims against NATO and national sources before escalation.

Regional judgement
No separate material deterioration was identified in the official European sources checked beyond the Polish case, ongoing 
Ukraine spillover and the planned NATO exercise. This does not mean no risk: hostile-state, cyber and infrastructure-
security concerns remain elevated across Europe. [4][6][9][10]
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4 UK Security Overview

Official terrorism threat levels

Published level Scope Official meaning Verification

SEVERE UK: all forms of terrorism except Northern 
Ireland-related terrorism in Northern Ireland An attack is highly likely MI5, 19 October 2026, 08:10 

BST [1]

SUBSTANTIAL Northern Ireland-related terrorism in Northern 
Ireland An attack is likely MI5, 19 October 2026, 08:10 

BST [1]

These are official terrorism threat levels, not KST all-hazards ratings. They do not mean that every site has equal exposure 
or that a level change automatically requires the same response everywhere. Site measures should reflect attractiveness, 
vulnerability, consequence and current activity. [1]

Iran attribution and protective-security posture
CONFIRMED AND ATTRIBUTED FACTS  On 12 October the UK and international partners formally recognised UK 
attribution of Iranian involvement in the 27 September RAF Fairford incident. The UK concluded that the incident 
demonstrated IRGC willingness to project hostile activity through covert networks and proxies. The Home Secretary also 
announced tighter security around military bases and a specialist Counter Terrorism Policing state-threat mission. [3][5]

KST ASSESSMENT  Worsening from unresolved investigation to formal state attribution. Defence-linked, Jewish and 
Israeli-linked, Iranian-dissident and media interests warrant careful protective review. This is not a basis for suspicion by 
nationality or religion. Confidence is High for the UK attribution and policy response; underlying intelligence is not public.

PROTECTIVE ACTION  Act. Review suspicious approaches, hostile reconnaissance, deliveries, contractor checks, vehicle 
stand-off, perimeter alarms and rapid escalation. Brief staff on behaviour and indicators, not identity or belief.

MI5 annual threat update
MI5 reported that terrorism and state-threat missions are now roughly equal in scale; its state-threat caseload has 
quadrupled over a decade. It described Russia as the leading aggressor, recorded more than 50 arrests linked to Iran 
operations in the previous 12 months, and said terrorists had sought to use AI to improve reconnaissance and attack 
methodologies. MI5 also said extreme right-wing terrorism materially contributed to the April increase to SEVERE. [4]

KST assessment: this is a capability and intent warning, not evidence that every threat has intensified equally. The 
operational response should prioritise protective security, staff reporting, insider and contractor risk, drone awareness and 
continuity. Confidence is High because these are direct MI5 statements, although operational case detail is necessarily 
limited.
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5 UK PESTLE Security and Resilience Assessment

Political
Material change: formal attribution of the Fairford incident to Iran, a new independent review of protective security for people 
in public life, tighter military-base security and an expanded state-threat policing mission. Operational implication: sensitive 
and public-facing organisations should expect more protective-security engagement and should keep escalation contacts 
current. Action: Act within seven days for sensitive sites. Confidence High. [3][5]

Economic
Material change: the Gulf incident ledger rose by 13, and drought intensified in England. Both can affect service continuity 
through freight, fuel, insurance, water availability and supplier performance. Action: Prepare by identifying single points of 
failure, minimum stock, alternative routes and water-dependent security systems. Confidence High for the underlying 
conditions; Moderate for organisation-specific impact. [2][11]

Social
Material change: MI5 highlighted violence and terrorist intent directed at political figures, religious or community groups, 
while the Home Secretary announced expanded police support and a protective-security review. Peaceful protest remains 
distinct from violence, intimidation or unlawful disruption. Action: Prepare proportionate event, lone-worker and staff-welfare 
measures; maintain viewpoint-neutral reporting thresholds. Confidence High. [4][5]

Technological
Material change: MI5 documented terrorists seeking to use AI for reconnaissance and attack methods and announced an AI 
Threat Assessment Centre. Separately, government described autonomous-agent incidents as an emerging risk and 
proposed possible reporting and legislative measures; this is preparedness activity, not evidence that a specific physical 
incident was AI-enabled. NCSC continuity guidance remains relevant to connected access control, CCTV, alarms and 
monitoring. Action: Prepare by restricting exposed systems, testing manual fallbacks, protecting privileged access and 
rehearsing degraded operation. Confidence High for the official statements; Moderate for forward-looking autonomous-agent 
risk. [4][15][18]

Legal
Material change: the Principal Use of Premises Regulations came into force on 15 October. They guide determination of the 
principal use of multi-use premises. ProtectUK states there is no legal requirement to comply with these regulations until the 
Act's substantive requirements commence, currently expected in spring 2027 with the exact date unconfirmed. Action: 
Prepare inventories and ownership decisions, but do not treat the main duties as commenced. This is operational 
awareness, not legal advice. Confidence High. [16][17][19]

Environmental
Material change: severe drought was declared in parts of Cornwall, Devon, Dorset, Somerset, East Sussex and West 
Sussex. England reservoir storage stood at 54%, 21% below the long-term average, with 18 groups below half full. At cut-off 
the Met Office showed no UK warnings through 22 October; the latest England flood page showed no active alerts or 
warnings. Live pages are transient. Action: Prepare water-continuity and fire-risk controls and continue daily local warning 
checks. Confidence High. [11][12][13][14]
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6 Forward Look and Priority Actions

Horizon Action Why now Suggested owner

0-7 days
ACT - sensitive-site hostile 
reconnaissance, access, perimeter 
and response check

Formal Iran attribution and MI5 state-threat 
warning Security / operations

0-7 days ACT - Gulf logistics and travel 
exposure review IMO ledger rose to 113 confirmed incidents Supply chain / travel / 

risk

0-14 days PREPARE - public-facing attack-plan 
and communications exercise

SEVERE national level and new MI5 threat 
detail Security / facilities / HR

0-14 days PREPARE - water and fire-continuity 
review in affected regions Severe drought and exceptionally low reservoirs Facilities / business 

continuity

0-14 days MONITOR - NATO exercise and 
associated information activity Steadfast Noon began 13 October in Italy Travel / intelligence / 

communications

30-90 days
MONITOR - Ukraine winter 
infrastructure attacks and European 
logistics

Energy, transport and maritime targeting 
remains active

Supply chain / business 
continuity

30-90 days PREPARE - multi-use premises 
scoping for Martyn's Law

Principal-use rules now in force; substantive 
duties not yet commenced

Property / legal / 
security

Indicators that would change the assessment
 Raise: further Gulf vessel losses, casualties, pollution, route restrictions or rapid insurance withdrawal. [2]
 Raise: new UK hostile-state charges, official warning changes, linked incidents at defence or community sites, or credible 

evidence of coordinated targeting. [3][4][5]
 Raise: sustained attacks on Ukrainian energy, ports, rail or border crossings; lower: a verified, durable ceasefire with 

observable compliance. [7][8][9]
 Raise: further decline in reservoir storage, supply restrictions affecting operations, wildfire indicators or fire-service 

constraints; lower: sustained recharge and official downgrading of drought status. [11][12]
 Change immediately if MI5 alters either published terrorism threat level. [1]

KST operational note
Local teams should translate this outlook into site-specific actions using existing risk, incident and continuity processes. 
National and regional judgements do not replace local threat information, police advice or client-approved procedures.
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7 Sources and Methodology
Reporting period: 12 October 2026 09:30 BST to 19 October 2026 08:10 BST. The previous edition was successfully 
distributed, so no reporting gap was identified. Event dates and publication dates were separated; older context is labelled. 
Sources were accessed during this run and prioritised official primary material.

Numbered references
1. MI5. Threat Levels. Live page verified 19 October 2026 at 08:10 BST. Source

2. International Maritime Organization. Middle East - Highlighted Confirmed Incidents. Updated 14 October 2026. Source

3. FCDO. Joint Statement on Iran, 12 October. Published 12 October 2026. Source

4. MI5. Director General Delivers Annual Threat Update. Published 13 October 2026. Source

5. Home Office. National security: oral statement to Parliament. Published and delivered 12 October 2026. Source

6. Polish Ministry of the Interior and Administration. Arrests following arson at a Starlink station in Mazovia. Published 12 October 2026. 
Source

7. President of Ukraine. Energy ceasefire and new attacks on Ukrainian energy facilities. Published 12 October 2026. Source

8. President of Ukraine. Use Every Opportunity to Strengthen Our Air Defense. Published 16 October 2026. Source

9. United Nations Security Council. Maintenance of peace and security of Ukraine, 10237th meeting. Meeting held 9 October 2026; older 
context retained. Source

10. NATO. NATO holds annual nuclear exercise Steadfast Noon. Published 8 October 2026; exercise began 13 October 2026. Source

11. Environment Agency. Dry weather and drought in England: 9 to 15 October 2026. Updated 16 October 2026. Source

12. Defra. Government activates plan to protect consumers as severe drought declared. Published 15 October 2026. Source

13. Met Office. UK weather warnings. Live page verified 19 October 2026 at 08:10 BST. Source

14. Environment Agency and Met Office. Check for flooding in England. Live page checked 19 October 2026; latest visible update 18 
October 2026. Source

15. Cabinet Office, AISI, NCSC and DCMS. Britain steps up national defences against growing AI risks. Published 12 October 2026. 
Source

16. ProtectUK. Martyn's Law Frequently Asked Questions. Published 15 October 2026. Source

17. legislation.gov.uk. The Terrorism Protection of Premises Principal Use of Premises Regulations 2026. SI 2026/1005; in force 15 
October 2026. Source

18. NCSC. Disruptive cyber attacks - reducing their impact and risk. Published and reviewed 1 October 2026; retained operational context. 
Source

19. Security Industry Authority. Martyn's Law and the SIA's role as regulator. Live collection checked 19 October 2026. Source

Confidence definitions
High: reliable primary evidence or strong corroboration with limited material uncertainty. Moderate: credible evidence but 
attribution, completeness or future development remains uncertain. Low: limited, disputed or weakly corroborated evidence. 
Confidence describes evidence strength, not threat severity.

Method and limitations
This is a periodic open-source assessment, not restricted intelligence, a live warning service, legal advice or a site-specific 
risk assessment. The Fairford and Polish attributions rely on official assessments whose underlying intelligence is not public. 
Post-cut-off tactical reporting on Ukraine relies partly on a party to the conflict and is qualified accordingly. Weather, flood 
and threat-level pages are transient snapshots. No confidential client information or site vulnerabilities were used. No 
verified malicious-AI involvement was identified in the physical incidents covered; documented AI use is limited to MI5's 
statement about terrorist reconnaissance and attack-methodology efforts.

https://www.gov.uk/government/collections/martyns-law-and-the-sias-role-as-regulator
https://www.ncsc.gov.uk/collection/disruptive-cyber-attacks
https://www.legislation.gov.uk/uksi/2026/1005/pdfs/uksi_20261005_en.pdf
https://www.protectuk.police.uk/martyns-law/martyns-law-frequently-asked-questions
https://www.gov.uk/government/news/britain-steps-up-national-defences-against-growing-ai-risks
https://check-for-flooding.service.gov.uk/
https://weather.metoffice.gov.uk/warnings-and-advice/uk-warnings
https://www.gov.uk/government/news/government-activates-plan-to-protect-consumers-as-severe-drought-declared-in-parts-of-england
https://www.gov.uk/government/publications/dry-weather-and-drought-in-england-2026-summary-reports/dry-weather-and-drought-in-england-9-to-15-october-2026
https://nato.int/en/news-and-events/articles/news/2026/10/08/nato-holds-annual-nuclear-exercise-steadfast-noon
https://transcripts.un.org/en/sc/10237
https://www.president.gov.ua/en/news/vikoristovujte-kozhnu-mozhlivist-dlya-posilennya-nashoyi-ppo-106929
https://www.president.gov.ua/en/news/volodimir-zelenskij-i-fridrih-merc-obgovorili-yak-rosiya-rea-106869
https://www.gov.pl/web/mswia/zatrzymanie-sprawcow-podpalenia-stacji-starlink-na-mazowszu-skuteczna-akcja-mswia-policji-i-abw
https://www.gov.uk/government/speeches/home-secretary-oral-statement-on-national-security
https://www.mi5.gov.uk/mi5-director-general-delivers-annual-threat-update
https://www.gov.uk/government/news/joint-statement-on-iran-12-october
https://www.imo.org/en/mediacentre/hottopics/pages/middle-east-highlighted-incidents.aspx
https://www.mi5.gov.uk/threats-and-advice/terrorism-threat-levels
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