Secure your EV
Charging Stations
with KST



Trusted, Intelligence-Led Security for
EV Charging Sites

Electric vehicle (EV) charging areas are critical infrastructure for
sustainable transportation. However, these sites face significant
risks, including cable theft, vandalism, unauthorised access,
operational downtime, and cybersecurity threats.

Kings Secure Technologies (KST), in collaboration with cloud
partner. Brivo, offers a state-of-the-art, intelligence-led security
solution combining Al-powered CCTV, cloud-based CCTV
storage, remote monitoring, and advanced data analytics. KST's
integrated technologies can transform an EV charging area into
a secure, efficient, and reliable hub, maximising operational
benefits for fleet operators.

Cable Theft

High-value copper cables are prime targets, with replacement costs exceeding
£1,000 per incident. Industry reports indicate over 700 charging stations have
been targeted by organised crime, impacting consumer confidence. InstaVolt
reported losses of approximately £410,000 since November 2023 due to cable
thefts. Be.EV estimates the UK EV charging industry incurs losses of over
£500,000 annually from theft and vandalism, including replacement, repair, and
lost revenue.
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Unprotected chargers risk damage, reducing availability and disrupting fleet
operations, leading to costly repairs and downtime.

| Unauthorised Access
Non-fleet vehicles occupying charging spaces can lower efficiency and revenue,
\/ affecting operational schedules.

Downtime
Undetected incidents may lead to prolonged outages, with up to 1in 25 chargers
offline at any time, impacting fleet reliability.

temperature increase leads to uncontrolled heating causing fires, explosions, and
toxic emissions. In EV charging hubs this phenomenon amplifies hazards due to
the proximity of vehicles, higher states of charge during charging, and potential
for fire propagation.
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Thermal Runaway
/\ Critical risk in lithium-ion batteries used in EVs, where a self-accelerating
|




KST SOLUTION

KEY CAPABILITIES

Al-Powered CCTV System with
Cloud Storage

Hardware: High-resolution CCTV cameras with IR < ’
illuminators for day/night surveillance, delivering
high-definition footage across the charging area.

Cloud-Based: Secure, scalable cloud CCTV systems,
enabling remote access, real-time backups, and

easy retrieval of incident footage, reducing on-site
hardware costs and enhancing data security. <
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Al Analytics: Facial recognition, licence plate
recognition and more to verify authorised users and
detect suspicious activity, enhancing security at
high-traffic sites.
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Video and audio intercom: For users to report any
fault or challenges to K-SOC directly.

Coverage: Strategically placed cameras to monitor
all chargers and perimeter entry points, ensuring
comprehensive protection

Remote Monitoring via K-SOC

KST's Security Operations Centre (K-SOCQ): provides 24/7 remote monitoring, leveraging
cloud-based CCTV and intruder devices for instant access. The K-SOC technology centre handles
over 10,000 alarms monthly across KST's client sites, with an average response time of under 60
seconds for critical alerts, ensuring rapid incident resolution. Advanced analytics filter out 90% of
false alarms, enabling operators to focus on verified threats.

Infrared Beams and PIR Sensors: Deployed along the perimeter
to detect unauthorised entry attempts, critical for preventing
theft. These devices use advanced motion detection and
thermal imaging to identify intruders in real time, even in
low-visibility conditions, reducing false alarms by up to 85%
compared to traditional sensors.

Connectivity: Enables real-time data transmission to K-SOC,
allowing for immediate response to potential threats, as proven
in high-traffic environments.

Police Notification Systems: Automated alerts to authorities for
verified security incidents, supported by cloud-based footage, a
critical feature for high-traffic locations.




Data Outputs and Analytics

Vehicle Counts: Tracks daily vehicle usage to optimise
resource allocation, supporting fleet efficiency at
high-demand sites.

Peak Usage Times: |dentifies high-demand periods to
streamline scheduling and reduce congestion, leveraging
insights.

Incident Logs: Records theft attempts, vandalism, or
unauthorised access with timestamps and cloud-stored
video evidence.

Anomaly Detection: Al-driven analytics flag abnormal ﬂ
charging sessions (e.g., extended connection times), helping
identify potential threats.

KST Approach

Site Assessment
Conduct a comprehensive survey to optimise camera and sensor placements for
full coverage.

Installation
Execute efficient installation with minimal disruption, using KST'’s highly trained
and certified engineers.

Ongoing Maintenance
Provide regular maintenance checks, including sensor calibration and cloud
system updates, ensuring uptime for surveillance and intruder detection systems.

Ongoing Monitoring
Execute efficient installation with minimal disruption, using KST's highly trained
and certified engineers.

Car Detected Car Detected Person detected with
Event Disarms Person detected no car
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No alarm triggered No alarm triggered Alarm triggered




WHY CHOOSE US?

KST's solution, enhanced by working closely with existing customers such as MFG, Morrisons and
Asda, can deliver transformative benefits, based on our proven track record in securing EV
charging infrastructure:

Theft Prevention: Real-time K-SOC alerts and police integration, supported by cloud-stored
footage, could thwart cable theft attempts within minutes, saving
£1,000s per incident.

Reduced Vandalism: Al-powered CCTV and remotely monitored solution could deter ensuring
charger availability.

Improved Uptime: 24/7 monitoring with cloud-based access could reduce downtime.

Operational Efficiency: Data analytics could reveal peak usage times (e.g., 8-10 AM and 4-6
PM), enabling schedule optimisation and reducing wait times.

Enhanced Safety: Thermal camera installation that are continually remotely monitored for rises
in temperature to alert early warning signs.

Beyond Safety: CCTV monitoring and intruder detection could eliminate unauthorised vehicle
parking, ensuring chargers are prioritised and reserved for fleet vehicles.

Proven Reliability Scalable Technology Operational Focus Comprehensive Support
Trusted by major EV Modular systems Data-driven insights, End-to-end support,
charging operators, that adapt to enhanced by seamless

for robust security varying site analytics, to optimise implementation and

solutions requirements and fleet efficiency and ongoing
support growing uptime. performance.
infrastructure.

Beyond Security with KST

Beyond Security redefines the role of security technology,
transforming it from a simple protective measure into a
multifaceted business asset. Through advanced analytics,
cloud integration, facial recognition and loT sensors,
organisations can leverage existing security infrastructure to

optimise operations, gain actionable insights and enhance
compliance. This approach enables businesses to address
strategic and operational challenges, improve risk
management, and achieve a higher return on investment.
With Beyond Security, security systems become tools for
operational efficiency and business growth, allowing clients to
unlock new value and make their investments work harder.
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Head Office

4 St Dunstans Technology Park
St Dunstans Way

Bradford

BD4 7HH

East Anglia Office
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Silfield Road
Wymondham

NR18 QAU
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Scotland Office

Unit 6, Pickering House
Netherton Road
Wishaw

ML2 OEQ

Wiltshire Office

Unit 6

Lancaster Park Industrial Estate
Wiltshire

SN12 6TT
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Midlands Office

Kings Technology Centre
Sapcote Trading Centre
Cradley Heath

B64 5QR

South East Office

12 Progress Park
Ribocon Way
Luton

LU4 QUR

info@kingsltd.co.uk




