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Customer Privacy Policy 

Scope of the Business 
This policy covers the scope of all Group Solutions Limited companies (KST), including: 
• Kings Security Systems Ltd T/A Kings Secure Technologies (KST) 
• Kings Guarding Solutions Ltd 
• East Fire Extinguishers & Alarms UK Ltd T/A E-fire 
• Silver UK Ltd T/A Silver Group 
• Cougar Monitoring Ltd T/A K-SOC & Protect 
• Quidvis Ltd 

1. Purpose 
This Customer Privacy Policy explains how KST collects, uses, stores, shares and protects personal data relating to customers, customer 
contacts, keyholders, site contacts, service users and other individuals whose personal data is processed in connection with the services 
KST provides. 
It is intended to provide clear and transparent information about the personal data KST processes, the purposes for which it is used, the 
lawful basis for processing, who it may be shared with, how long it may be retained and the rights available to individuals under applicable 
data protection legislation. 
This policy should be read alongside any relevant KST policies and procedures, including information security, subject access, 
complaints, CCTV, monitoring, data retention, secure disposal, customer contract and service delivery arrangements where applicable. 

2. Data Controller and Processor Roles 
KST may process personal data as a data controller, as a data processor, or as both, depending on the nature of the service, the contract 
in place and the purpose for which the personal data is processed. 
Where KST determines why and how personal data is processed, such as customer account administration, billing, customer 
communications, service quality, business development, legal compliance and internal security, KST acts as the data controller. 
Where KST processes personal data on behalf of a customer under a service contract, KST will act in accordance with the relevant 
contractual arrangements and applicable data protection requirements. This may include processing alarm, CCTV, lone worker, 
keyholder, site contact or other service-related personal data on behalf of the customer. 
Questions about this policy or how personal data is processed should be directed to the Compliance Team using the contact details in 
section 14. 

3. Personal Data We Process 
KST processes different categories of customer and service-related personal data depending on the services provided, contractual 
requirements, system configuration and operational need. Personal data may be collected directly from customers, customer contacts, 
service users, customer systems, monitoring platforms, business systems, suppliers or other authorised sources. 

Category Examples 
Identification and contact details Name, business contact details, telephone number, email address, job title, customer account details and 

authorised contact information. 
Customer and contract records Contract records, service details, site information, billing information, invoices, customer communications, 

service reports, fault records and account administration records. 
Protected premises and site information Address of protected premises, site access information, keyholder details, emergency contacts, alarm 

response instructions and service delivery information. 
Alarm, monitoring and response data Alarm activations, monitoring records, incident logs, response records, SMS notifications, call handling 

information and associated operational records. 
CCTV and image data CCTV images, video clips, remote monitoring data and image records processed in connection with crime 

prevention, incident verification, site protection and customer service requirements. 
Audio and call records Recorded telephone calls, telephony records, call notes and communications used for quality, training, dispute 

resolution, compliance, security and service improvement. 
Lone worker and location data Location information at point of activation, device holder information, alert records and response information 

where KST provides lone worker or personal protection services. 
Website and marketing data Website contact form information, newsletter preferences, product or service interests, cookie information and 

website analytics where applicable. 
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4. How and Why We Use Personal Data 
KST only processes personal data where there is a lawful basis and a defined business, contractual, operational, security, legal or 
service-related purpose. The main purposes are summarised below. 

Purpose How the data is used Typical lawful basis 
Customer account and contract 
administration 

To set up and manage customer accounts, contracts, service records, 
billing, invoicing, communications and customer relationship 
management. 

Contractual necessity, legitimate interests 
and legal obligation. 

Service delivery and maintenance To arrange visits, attend premises, deliver contractual services, manage 
faults, complete maintenance, respond to requests and provide reports. 

Contractual necessity and legitimate 
interests. 

Alarm monitoring and response To monitor alarm systems, contact customers, keyholders or 
emergency services, send SMS notifications and manage alarm 
activations or incidents. 

Contractual necessity, legitimate interests, 
legal obligation and vital interests where 
necessary. 

CCTV and remote monitoring To process CCTV images or monitoring data at the customer request 
for site protection, crime prevention, incident verification and evidence 
handling. 

Contractual necessity, legitimate interests 
and legal obligation where applicable. 

Lone worker and personal 
protection services 

To monitor alerts, identify device holders, process location data at point 
of activation and coordinate welfare or emergency response. 

Contractual necessity, legitimate interests 
and vital interests where necessary. 

Quality, training and service 
improvement 

To review calls, service interactions, complaints and operational 
performance so that services can be monitored and improved. 

Legitimate interests and contractual 
necessity. 

Security, fraud prevention and legal 
claims 

To protect customers, people, premises, systems and information, 
investigate incidents, respond to lawful requests and manage legal 
claims. 

Legitimate interests, legal obligation and 
establishment, exercise or defence of legal 
claims. 

Marketing and customer 
communications 

To send relevant service information, product updates or newsletters 
where permitted and to manage communication preferences. 

Legitimate interests or consent where 
required. 

5. Special Category and Criminal Offence Data 
KST does not routinely seek to collect special category personal data or criminal offence data from customers. Where such information is 
processed, it will only be processed where necessary, proportionate and supported by an appropriate lawful basis and condition under 
applicable data protection legislation. 
This may include circumstances where information is captured incidentally through CCTV, alarm response, lone worker services, incident 
reporting, safeguarding, health and safety, legal claims or lawful requests from authorities. Access to this information is restricted to 
authorised personnel and will be shared only where necessary and appropriate. 

6. Monitoring and Service-Related Processing 
KST processes monitoring and service-related personal data to deliver customer contracts and protect people, premises, assets, systems 
and information. Processing will be carried out only where there is a defined purpose, and KST will seek to ensure that processing is 
lawful, fair, proportionate and appropriately controlled. 
• Alarm monitoring systems may hold protected premises information, keyholder details, alarm activations, response instructions and 

incident records. 
• Remote CCTV monitoring platforms may process images or video in line with customer contracts, relevant legislation, data protection 

requirements and applicable codes of practice. 
• Telephone calls may be recorded for quality assurance, training, compliance, dispute resolution, security and service improvement 

purposes. 
• Payment card information will be handled through secure payment arrangements. Calls will not be recorded during payment 

processing where required to support PCI DSS controls. 
• Lone worker systems may process device holder information and location data at point of activation where this is required to provide 

a monitored welfare or personal protection response. 

7. Sharing Personal Data 
KST shares personal data only where necessary for legitimate customer, operational, contractual, legal, regulatory, security, assurance or 
service delivery purposes. Where third parties process personal data on behalf of KST, appropriate contractual and confidentiality controls 
will be applied. 

Recipient or recipient type Reason for sharing 
KST group companies For customer administration, operational management, reporting, shared services, compliance, audit 

and service delivery across the group. 
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Alarm monitoring and response platforms Including platforms such as Sentinel or other approved monitoring systems used to deliver alarm 
monitoring and response services. 

CCTV monitoring and support platforms Including platforms such as ADPRO, Sentinel, Wireless CCTV or other approved systems used for 
CCTV monitoring, maintenance or support. 

Lone worker service partners Including Lone Worker Solutions, Callmy or other approved partners where required to provide 
monitored lone worker or personal protection services. 

Payment, finance and customer administration 
providers 

Where required to process payments, invoices, account records, credit control or customer 
administration activities. 

Customers, emergency contacts and keyholders Where required to deliver contracted services, manage incidents, respond to activations or maintain 
service records. 

Emergency services, regulators and authorities Where required or permitted by law, or where necessary to protect life, respond to incidents, prevent 
crime or support legal obligations. 

Professional advisers and insurers Including auditors, insurers, solicitors or other advisers where required for assurance, claims, dispute 
resolution, legal advice or business protection. 

KST does not sell customer personal data or share it with third parties for advertising purposes. 

8. International Transfers 
Where personal data is transferred outside the United Kingdom, KST will ensure that appropriate safeguards are in place, unless another 
lawful transfer mechanism applies. This may include adequacy arrangements, approved contractual safeguards, supplier due diligence or 
other measures required by applicable data protection legislation. 

9. Retention of Personal Data 
KST will retain personal data only for as long as necessary to meet the purposes for which it was collected, including customer 
administration, contract delivery, legal, regulatory, tax, audit, insurance, certification, security, dispute resolution and service delivery 
requirements. 
Retention periods vary depending on the type of data. Some customer records may be retained for the duration of the customer 
relationship and for a further period after the relationship ends. Other records, such as call recordings, CCTV, monitoring records, incident 
records or payment records, may be retained for shorter or longer periods depending on legal, contractual, operational or risk 
requirements. 
Where detailed retention periods are maintained in a separate KST retention schedule or relevant procedure, that schedule or procedure 
will apply. Personal data will be securely deleted, anonymised, archived or destroyed when it is no longer required. 

10. Security and Confidentiality 
KST is committed to protecting personal data against unauthorised access, disclosure, alteration, loss, destruction or misuse. KST 
maintains technical, organisational and physical controls designed to safeguard personal data and support the confidentiality, integrity and 
availability of information. 
Access to customer personal data is restricted to authorised personnel who require access for legitimate business purposes. Employees 
who process personal data as part of their role must comply with KST policies, procedures, training and information security 
requirements. 
KST maintains an Information Security Management System aligned to ISO/IEC 27001. Further information is available in information 
security standards and procedures. 

11. Keeping Personal Data Accurate 
Customers and customer contacts are encouraged to help KST keep personal data accurate and up to date. Changes to contact details, 
keyholder information, site contact information, billing information, emergency contacts or other service-related information should be 
reported to the relevant KST contact as soon as practicable. 

12. Individual Rights 
Individuals have rights under applicable data protection legislation. These rights may include: 
• the right to be informed about how personal data is processed; 
• the right to request access to personal data; 
• the right to request correction of inaccurate or incomplete data; 
• the right to request erasure of personal data in certain circumstances; 
• the right to request restriction of processing in certain circumstances; 
• the right to object to processing in certain circumstances; 
• the right to data portability where applicable; 
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• rights relating to automated decision-making where applicable. 
These rights are not absolute and may be subject to legal, contractual, regulatory or business requirements. KST does not use solely 
automated decision-making that produces legal or similarly significant effects on customers unless this is separately communicated and 
supported by an appropriate lawful basis. 
Requests to exercise data protection rights should be submitted to the Compliance Team using the contact details in section 14. 

13. Website, Cookies and External Links 
Where individuals use KST websites, online forms or digital services, additional website privacy and cookie information may apply. KST 
websites may contain links to external websites. KST is not responsible for the privacy practices of external websites and individuals 
should review the privacy information provided by those sites. 

14. Contact and Complaints 
Questions about this policy, requests to exercise data protection rights, or concerns about how personal data is handled should be 
directed to: 
Compliance Team 
Group Solutions Limited & Subsidiaries 
4 St Dunstans Technology Park 
Bradford 
BD4 7HH 
Email: compliance@kstl.co.uk 
Tel: 0330 678 0635 
If an individual is dissatisfied with how KST handles a data protection concern, they may contact the Information Commissioner’s Office 
using the details available at https://ico.org.uk/. KST encourages individuals to raise concerns with the Compliance Team first so that the 
matter can be reviewed and addressed promptly. 
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